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Proof of knowledge

• Completeness: Pr[verif ✓ | honest prover] = 1


• Soundness: Pr[verif ✓ | malicious prover]    (e.g.  )


• Zero-knowledge: verifier learns nothing on 

≤ ε 2−128

x
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⋮
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Prover Verifier

I know  such that .x F(x) = y

I am convinced / I am 
not convinced.
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Traditional:  party emulations per repetitionN

Hypercube:  party emulations per repetition1 + log2 N

N = 256

1 + log2 N = 9

N1 = … = ND = 2
D = log2 N
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[Fen22] Feneuil: “Building MPCitH-
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Rank SD and PKP” (ePrint 2022/1512)



Rank Syndrome Decoding Problem


From  and , 
find  such that




and


.

H ∈ 𝔽 (n−k)×n
qm y ∈ 𝔽 n−k

qm

x

y = Hx

dim Span𝔽q
(x1, …, xn) ≤ r

Input of the MPC protocol: two sharings  and .[[x]] [[P]] :=
r

∑
i=0

[[ai]]Xqi

Multiparty computation (MPC)

Input sharings   and 


 - Check the linear constraint 
 - Check the rank constraint

[[x]] [[P]]

The case of RYDE



Rank Syndrome Decoding Problem


From  and , 
find  such that




and


.

H ∈ 𝔽 (n−k)×n
qm y ∈ 𝔽 n−k

qm

x

y = Hx

dim Span𝔽q
(x1, …, xn) ≤ r

Multiparty computation (MPC)

Input sharings   and 


 - Check the linear constraint 
 - Check the rank constraint

[[x]] [[P]]

The parties will compute  from  for all .[[xqi

j ]] [[xj]] (i, j)

Input of the MPC protocol: two sharings  and .[[x]] [[P]] :=
r

∑
i=0

[[ai]]Xqi

The case of RYDE



Rank Syndrome Decoding Problem


From  and , 
find  such that




and


.

H ∈ 𝔽 (n−k)×n
qm y ∈ 𝔽 n−k

qm

x

y = Hx

dim Span𝔽q
(x1, …, xn) ≤ r

Multiparty computation (MPC)

Input sharings   and 


 - Check the linear constraint 
 - Check the rank constraint

[[x]] [[P]]

The parties will compute  from  for all .
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,

using a [BN20]-like MPC protocol.

[[xqi

j ]] [[xj]] (i, j)

j P(xj) = 0

⟨

a0
a1
⋮
ar

,

xj

xq
j

⋮
xqr

j

⟩ = 0

[BN20] Baum, Nof: “Concretely-efficient 
zero-knowledge arguments for arithmetic 
circuits and their application to lattice-
based cryptography” (PKC 2020)
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Should take [KZ20] attack into account (since there are 5 rounds)!
[KZ20] Kales, Zaverucha. “An attack on some signature schemes constructed from five-pass identification schemes” (CANS20)
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Performances



Short Instance Fast Instance

RYDE L1 6.0 23.4 20.1 7.4 5.4 4.4

MIRA L1 5.6 46.8 43.9 7.4 37.4 36.7

RYDE L3 12.9 49.6 44.8 16.4 12.2 10.7

MIRA L3 11.8 119.7 116.2 15.5 107.2 107.0

RYDE L5 22.8 105.5 94.9 29.1 26.0 22.7

MIRA L5 20.8 337.7 331.4 27.7 322.3 323.2

Isochronous implementations
Size in kilobytes, timing in Mcycles

@2.60GHz:  1 millisecond  2.6 Mcycles≈

|sig | tsign tverify |sig | tsign tverify

Performances

All public keys are smaller than 200 bytes.
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Relatively slow (few milliseconds)

Greedy use of symmetric cryptography

Relatively large signatures (5.5-7.5 KB for L1)

Signature size: quadratic growth in the security level

Advantages and limitations
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Greedy use of symmetric cryptography

Relatively large signatures (5.5-7.5 KB for L1)

Signature size: quadratic growth in the security level

Advantages and limitations

Advantages

Conservative hardness assumption:

No structure, no trapdoor

Small (public) keys

Good public key + signature size

Adaptive and tunable parameters
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